Keeping your computer free of Malware



Follow these steps to keep you safe

 Read UAC's carefully before you say yes

 Handle nagging dialog boxes correctly
* Never download from third party sites

 Keep Windows, Adobe Reader, Adobe Flash
and Java patched and run virus protection



Read your UAC before you allow access.



The whole screen just went dark and the only thing
enabled is this dialog box. If you didn't want this, or

UAC

Dialog box

B

4, Do you want to allow the following program to make

L changes to this computer:

£ Program name:  Java Auto Updater
¥ Venfied publisher: Oracle America, Inc.
File ongin: Hard drive on this computer

V¥ Show details




Nagging boxes

Update Adcbe Flash Player

An update to Adobe® Flash® Player is available.

This update includes improverments in usability, online security and stahility, as well as new features
which help content developers deliver rich and engaging experiences.

Did you know:. ..

= The top 10 Facebook games use the Flash Player. To see maore, visit: www adobe. comfgames.
= Mast of the top videa sites an the web use Flash Player

= Flash Player iz installed on aver 1.3 billion caonnected PCs

Mote: If you have selected to allow Adobe to install updates, this update will be installed on your system
automatically within 30 days or you can choose to download it now

FEMIMD ME LATER IM=TALL




Nagging boxes

* Never allow yourself to be nagged or
threatened into installing anything after you
have been browsing the internet

The check for Adobe and Java updates occurs
during the boot process. They appear before
you open your browser. |f they appear after you
have been on the internet you can't trust what
you are reading

* Do your updates after a fresh boot



Nagging boxes

* Never allow yourself to be nagged or
threatened into installing anything after you
have been browsing the internet

* Do your upgrades after a fresh boot

» Just say NO if you are unsure. And don't say
yes Iif you didn't start the procedure

» Start the procedure yourself through the control
panel or through the software.

https://www.youtube.com/watch?v=Jio430YxDXs


https://www.youtube.com/watch?v=Jio43oYxDXs

Don't Download from 3" Party Sites



Catch-22

* Don't download from 3" party sites.

 Most VRCC members don't have enough URL
awareness to recognize a third party site!!!!



Increase your URL address
awareness

e Learn how to parse the Domain out of the URL
address

We spend over an hour on this in Internet 101
class. Sign up next year!



Increase your URL address
awareness

e Learn how to parse the Domain out of the URL
address

* Know where to enter a URL



QUIZ



E https://www.google.com/

<=

Where do you enter
adobe.com?

+You Gmail Images

,', Google

Google Search

Advertising Business About

I'm Feeling Lucky

Privacy & Terms

Settings




Bhttpz www.google.com

v Norton

+You Gmail Images

Where do you enter
adobe.com?

1 In the address bar

Google

Google Search I'm Feeling Lucky

Advertising Business About Privacy & Terms Settings
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e B http://www.bing.com/search?q=adobes
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2 %20 comBlpe= conduitptag=A34ESEEBDS0794 243 A6F 8form=COMEDF&conlogo=CT3210127
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I> adobe, com - Bing
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WEB IMAGES

adobe, com

1,390,000,000 RESULTS

Ad related to adobe, com

Adobe - Official Si
www.adobe.com - Officiz
Existing customers save ¢

Adobe Special Offers

Join Creative Cloud

Photoshop+Lightroom Off

Including results fqg
Do you want results only

Adobe Systems - (

www.adobe.com » Official site
Customer service 800-833-6687

VIDEOS

v Norton

adabe, com

MAPS NEWS MORE

Any time -

Rewards ‘&g

Sign in

Adobe Systems

®

If you have search results,
Instead of the adobe site
you probably misspelled
the web address (URL).

A

Adobe

wwnw.adobe. com

Date founded: 19382

Adobe Systems
Incorporated is an
American multinational
computer software
company headqu... +

en.wikipedia.org

CEOQ: Shantanu Marayen

Founders: Charles Geschke - John

Warnock

Downloads

Adobe is changing the world through digital experiences. We help

our customers create, deliver, and optimize content and ...

Place founded: Mountain View

People also search for




Increase your URL address
awareness

e Learn how to parse the Domain out of the URL
address

* Know where to enter a URL

* Use a browser that makes your URL more
visible or use a non Aero theme, or get reading
glasses that allow your eyes to see the
uppermost portion of the screen



These steps can keep you safer

Read UAC's carefu
Handle nagging dia

ly before you say yes
0og boxes safely

Never download from third party sites

Keep Windows, Adobe Reader, Adobe Flash
and Java patched and run virus protection
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